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class ban_ip_class {
host 58.22.121.169
host 58.22.124.189
host 58.66.136.204

host 58.82.31.23
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rule ban_ip_rule {

when CLIENT_ACCEPTED {

if { [ matchclass [IP::remote_addr] equals $::ban_ip_class ] } {

discard

}

else {

pool dns_pool

}
}
}
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rule dns_redirect {
when RULE_INIT {
set ::header_without_id [binary format S5 {O0x8180 0x0001 0x0001 0x0000 0x0000}]

set ::answerpart [binary format S6c4 {OxCOOC 0x0001 0x0001 0x0000 0x0D1B 0x0004} {100 100 100 100}]
}

when SERVER_DATA {

binary scan [ string range [UDP::payload] 2 3 ] S sflags
set rcode [expr $sflags & 0x000f]

if {$rcode == 3 }{

binary scan [string range [UDP::payload] 12 13 ] c foo
set byte [expr $foo & Oxff]

set offset 12

setiO

while {$byte > 0 && $i < 10} {

http://localhost/f5/success/success_I7.htm (%5 3 /4 T1) [2008-4-18 18:56:04]



FZE I E /N FIDNSHR %% 8% S 9

# grab a part and put it in our text QNAME section

set offset [expr $offset + $byte + 1]

# grab the length of the next part, and make it an unsigned integer

set byte [string range [UDP::payload] $offset [expr $offset + 1]]

binary scan $byte c foo

set byte [expr $foo & Oxff]

incr i

}

incr offset

binary scan [string range [UDP::payload] $offset [expr $offset + 2]] S qtype
content

if {$qtype == 0x0001} {

UDP::payload replace 0 0 [binary format a2a*a*a* [string range [UDP::payload] 0 1] $::header_without_id [string range
[UDP::payload] 12 [expr $offset+3]] $::answerpart]

}
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